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PRIVACY
ON THE LINE

What people in India think about
their data protection and privacy
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INTRODUCTION

Foreword

There is a growing consensus on the need for a Data Protection bill for India. With the rise in
smartphone adoption, ubiquity of internet, proliferation of digital services and the introduction of
Aadhaar, a unique identity for all Indians, data trails are being generated everywhere. While there
is substantial documentation of benefits of capturing real time data to help businesses and

government, there is little research on consumer perceptions around data protection and privacy.

Between September and November 2017, a multidisciplinary team of strategists, lawyers,
designers and researchers from Dalberg, Future of Finance Initiative at Dvara Research and CGAP
set out to understand ‘how do ordinary citizens of India think and act on their privacy and data
protection?” Some of the key questions we wanted to understand were - How aware are people
about data usage? What types of data do they value? Does consent matter? What risks and harms
do they perceive? How do they make trade-offs and decisions? What are their expectations from
the government and service providers?

This document is a collection of insights, design principles and stories from face-to-face
interviews with close to 50 people and experts spread across 4 regions of India (Maharashtra,
Delhi, Tamil Nadu and Uttarakhand). The interviews used Human Centred Design (HCD) research
methods that help to understand not just what people say, but how they think, act and feel. They
help uncover what factors drive their decision-making and how they might make trade-offs under
different scenarios. The methodology also uses co-design where people are a part of the creating
solutions.

While by no means exhaustive, we believe that it provides rich insights into how people,
particularly those with limited means, perceive their data protection and privacy. The document
also includes guidelines, design principles and potential ideas for how policy makers and providers
may consider safeguarding people from harms, and creating better awareness around data
protection and privacy.
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INTRODUCTION

Summary

Before we embarked on the research, the overwhelming perception surrounding us was that

people in India “don’t really care” about privacy. It was felt that, culturally, the concept of ‘privacy’

holds limited relevance in the Indian context and that people are more than willing to trade their
data for benefits.

The research has shown us to the contrary. People value privacy for itself. People cared so deeply
about their personal data such as photos, messages or browsing history that at times they did not
want to share it even with trusted family members. Their personal data was only theirs to see. It
could not be traded, no matter the price. Even data that consumers were more willing to share,
such as transaction data or personal preferences for products like music, came with conditions.
In instances where consumers were sharing data, they wanted providers to seek their consent
prior to data collection and wanted a guarantee that no harm would come to them through any
malicious use of their data.

People did not always understand what they were consenting to and did not have the

cognitive capabilities to process them fully, routinely overlooking important clauses. However,
they believed that it was a must for them to be aware of what they were signing themselves up for.
Many people who could not read or write wanted more visual, verbal or video forms of consent
that they could easily understand without relying on others. A one-time consent however, was not

enough for people. Consumers feel that over time, they should have the right to withdraw consent

or alter the form of consent, if providers use their data in additional ways, such as passing it onto
third-parties.

Most people had experienced fraud (especially via phone impersonators), and did not know how
to protect themselves or seek redressal. Where they had inadvertently or carelessly given away
their data and suffered financial loss, they held themselves responsible. Women, in particular,
were highly vulnerable to reputational harms, and self-censored themselves (for example not
sharing phone number or photos) as the only way to protect themselves.

There was high trust placed in public banks and the government. Consumers had an equal
measure of disbelief that these institutions or private service providers could betray this trust and
share their data without their knowledge or explicit consent. In cases where harm was caused to
them as a result of a data breach, they wanted providers to incur liability, government to protect
their right to seek redressal, and be compensated fully.

Our conclusion is that people strongly favour a rights-based approach to data protection. In
addition to rights and safeguards, they want to know how their data will be used and to give
consent for collection as a means to exercise their agency. There was a strong expectation from
people that the government should create laws that automatically safeguard their privacy and
their data whenever it is used. Finally, they want a humanized redressal system to be in place that
is affordable, trustworthy, responsive, and effective.
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INTRODUCTION

Key Questions
’ Do people care about privacy
and data protection?
° How do people value
different types of data?
0 To what extent do people
expect to control their data?

al

a Are people aware of how their
data is collected, stored and

disseminated?

e What factors drive people’s
decision and trade-offs

regarding their data?

° What do people expect from
government and providers

to safeguard their data?

e What do people perceive as
risks and harms when it

comes to their data?

c Do people expect to give
consent to data sharing?

How can it be informed?

Dalberg + ()CGAP + IM
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INTRODUCTION

Human Centred Design

Human Centred Design (HCD) research enables us to gain deep empathy for users, to question core assumptions, and inspire new solutions.
Our goal is to uncover insights through in-context observations of users, and learning from what they say, think, feel and do.

IMMERSION RESEARCH CONCEPTING STRATEGY

Gathering Insights Identifying Opportunities Generating & Testing Ideas Recommendations & Materials

CREATING

CREATING

Multiple Multiple
LEARNING rounds of TESTING LEARNING rounds of TESTING IMPLEMENT
iteration iteration

Successful prototypes

Umderstaﬂd_ opportumty validated through many
area, Qrgamzatlon_aL _ cycles of iteration may
capacity and feasibility. be scalable
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INTRODUCTION

People we met

Total interviewees: 50

Gender: 30 Men, 20 Women

Location: 25 Urban, 25 Rural

Age: 18 - 80 years old

Income levels: 1-10 USD* a day

Education: Illiterate, high school and college educated

Mobile Ownership: Mix of none, basic and smart

In addition to demographic characteristics, each interviewee
was chosen based on behaviours. Examples include:

Village leader

Shopkeeper accepting digital payments
Victim of fraud

Avid social media user

Migrant worker

* Excluding three expert interviews




INTRODUCTION

0 people

Young. Old.

regions

A~
Uttarakhand
" 18

Men. Women.
Literate. Illiterate.
With mobile. Without mobile.

All living on less than 10 USD* a day.

/& Tamil Nadu § |

)
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INTRODUCTION

Key Research
Methods

o

In-depth interview
90-120 min interviews with participants

recruited on predefined criteria, using
HCD research tools.

Group interviews

120 minute group interviews and co-

design to test policy directions and data
protection concepts.

Observations

Shadowing key data giving locations
such as banks, CSCs, Aadhaar
enrolment centres, etc.

Intercepts

15-30 minute interviews in public
locations to get a wider range of
perspectives on a few key questions.

Expert Interviews

Interviews to better understand key
questions that the research could

answer.
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INTRODUCTION

Snapshot of Research Tools
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Insights
Design Principles
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INTRODUCTION

Key Themes

1 2

PRIVACY AWARENESS

3 4

CONSENT CONTROL

6

DATA SHARING

3 5 10

REPUTATIONAL VALUED DATA REDRESSAL
HARM
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01 PRIVACY | INSIGHT

Privacy Is valued in itself

People were highly protective of their personal data, at times even from trusted family members. Personal data included browsing
history, WhatsApp and phone messages, call records, personal photos and videos, and GPS location data. People expected this kind
of data to be kept private not always because they didn’t trust others, although at times this was the case; but out of a strong sense of
‘mine’, ‘this belongs to me’, ‘not someone else’s business’. People did not want to be watched or seen without their permission, and
were willing to go to any lengths to safeguard themselves. Privacy in relation to this kind of personal data was not a commodity to be

traded. It was priceless.

Dalberg + @CGAP + IF:|NAN8E 15
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01 PRIVACY | QUOTES

“Certain kinds of data are not tradeable. Even if you give
me a 100% discount, I won’t share my browsing history.”

- Sushma, Delhi

\

—

Dalberg + )CGAP * FINANCE



01 PRIVACY | QUOTES

“I do not want anyone

“I use Appslock, which allows me to keep a separate media

S eelng my data, gallery on my phone. If the police want to access my gallery,

they won’t be able to access Appslock.”

- Saddam, Mumbai

especially my personal
data... that is only
mine to see.”

- Shakuntala, Mumbai

“How is that possible? They can’t have it...
What is ours will belong to us.”

- Parameshwari, Chennai

UTURE OF
NANCE 7
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01 PRIVACY | QUOTES

“Somethings are just
“I didn’t open my Facebook account, my friend opened it o ®
for me. Hepput ij everything, but I typec}; the passsvord.” p el' S Onal, llke Shayaf 1

- (poetry). I don’t even

want to share it with

= my family.”

A¥eer.

“I used to use Whatsapp to make Video Calls to my friends,

- Santosh, Uttarakhand

but I heard that the company stores your videos. I switched
over to Facebook Messenger because I heard that was safer.”

- Sapna, Mumbai
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01 PRIVACY | DESIGN PRINCIPLE

Make privacy the default

Privacy should be an enforceable right, where citizens can have peace of mind that they or their personal data is not watched by the state
or other actors where no clear legitimate interest can be proven. Providers should be restrained about personal data collection - where it
is needed, consumers should be provided with easy to understand notice of the nature and scope of collection prior to collection.

Dalberg + ()CGAP + MN(?IE
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01 PRIVACY | IDEAS

CURRENT | Facebook privacy interface

Social media websites such as Facebook can make some modifications

. . . o r s .
to make privacy settings more accessible to consumers. For example, N G SeningR oot
{3 Security and Login
Facebook’s current default setting is “public’ or ‘everyone’ and the p_— Who can see my stuff? Who can see your future posts? Public Edit
rivacy
option to change this is nested deep in the menu structure. Below is 5 ison i skt s sedind o i st pos
Blocking
an illustrative example of how this could be modified to better protect [ Language Who can see your frends list? Publi Edit
p eraCy Of the users. e Notifications Who can contact me? Who can send you friend requests? Everyone Edit
g ::::I:Pasts Who can look me up? g;slzza’look you up using the email address you  Everyone Edit

ﬂ Apps ho can look you up usinig the phone number you provided? Close
I LLUSTRATIVE EXAM P LE ﬁ] Ads This applies to people who cai\t already see your phone number.
N veryone v
‘Q‘ Support Inbox o A ‘
B4 videos ‘ v @ Everyone

putside of Facebook ~ Yes Edit
| M\ Friends of friends

1. Default privacy setting — Fo :
The default option for sharing personal data (such as email and phone ""’V"""“"W“"‘W“"*'"gsvec"'c

numbers) on platforms like Facebook should be set to no one.

‘Everyone’ is the default option for sharing phone number and email address

RECOMMENDED | Facebook privacy interface

Who can look you up using the phone number you provided? No one’ should be
This applies to people who can't already see your phone number. the default option
for sharing phone_
number and email
v B No one

| putside of Facebook  Yes address
| & Everyone

|
“ M8, Friends of friends ’

C 2% Friends :
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02 AWARENESS | INSIGHT

Data is a black hole

People had little awareness of why certain types of data was demanded of them, what happened once they gave it, who else it was shared
with, where it was stored, how long it was kept for and how it could be retrieved. They also had little awareness of data privacy settings
beyond the mobile phone lock and password protection. Many felt they could not question a provider if asked for their data, and were
unable to imagine the idea that it might be shared with third parties without their knowledge or consent. Misconceptions were also a cause
of knee-jerk reactions amongst people. Amongst those who were aware, or made aware of the practice of data monitoring and sharing,

there was concern as to what providers could do with their data.

Dalberg + Q‘)CGAP + E”\]ANC(:)E 22

AAAAAAAAAAAAAAAAAAAAA



02 AWARENESS | QUOTES

T
Ly

o

“I have no idea why they ask me for this data. What do they do with it?”

- Champa, Uttarakahand

Dalberg + ()CGAP * FINANCE
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02 AWARENESS | QUOTES

“For SIM cards, they
are taking fingerprints.
These must be going in

the computer. But I
don’t know what
happens after that.”

- Subhash, Uttarakhand

“When other banks started making offers, I started

wondering about where they got my data from”




02 AWARENESS | QUOTES

: “I’m certain that banks
f | cannot share my data.

w Hridg i

. l&?‘:mn e ...' | B
s ey | I would know, I am a

“I don’t think that they [banks and MNOs] can
sl‘lare my data. How C0~u1d they? AR B Ch 1 I't ere d A CcC Ount ant,
I cannot share my
customer’s data under

any circumstances.’

“The Government needs to spread awareness. They can easily _ Shaheda, Mumbai
discuss these issues at the Gram Panchayat meetings, everyone

will be present, and paying attention.”

- Tikam Singh Ji, Uttarakhand

Dalberg + ()CGAP + IM 25
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02 AWARENESS | DESIGN PRINCIPLE

Make data visible

Allow people to see how and where their data travels. Give them the right to know what happens to their data throughout its lifecycle
(point of collection, service provision, transaction data, storage, sharing, etc.).

Dalberg + ()CGAP + FINANCE 26

AAAAAAAAAAAAAAAAAAAAAAA



02 AWARENESS | IDEAS

Food delivery services like Swiggy and e-commerce companies such as Amazon
provide consumers with information along the course of the service/ delivery through

a transparent and accurate system of notification. This staggered notification system AMAZON E-commerce service

SWIGGY Food mobile app

is an analog for how providers dealing with data can also think about keeping
consumers up to date about how their data is travelling and is being used.

¢ {» 46 4 G 2:09

X HELP ¢ AM-AMAZON

ILLUSTRATIVE EXAMPLES

1. Missed call and SMS

Consumer could just give a missed call to receive SMS or WhatsApp that
notifies them of the flow of their data across various services.

2. Swiggy/Amazon style data accountability

Consumers could view a dashboard on a mobile app or a website to view
the flow of their data across various services.

3. Safety card

Infographic like they have for flight safety explaining a basic data lifecycle
to consumers across the country. Could be printed or available digitally.

4. Community awareness drives

Create awareness drives at the community level through meetings, phone
messages and TV ads that educate people on how to protect themselves
and their information from unauthorised use.

¢

NATURAL ICE
C A

DABERG, BARO

DAWALA ANSION, ...
Google %

7] Order Received

Order Confirmed

" Order Picked Up

Swiggy has a mobile app as well
as a website which allows
consumers to track their order
status. It sends email and SMS
updates as well.

Delivered: Your package with
Return gift Bags/Wedding

Party Favor/jewellery pouch
potli ba... was successfully
delivered. More info at

http://amzn.in/,

Sunday * 12:26 PM

Confirmed: Order for
HealthSense Backrest Cushion
with Memory Foam (SOFT

SP. is successfully placed

& will reach you by 01-Nov.
Track:htp.//amzn.in/

Sunday * 6:49 PM

Dispatched: Your package
with HealthSense Backrest

Cushion with Memory Foam
(SOFT S... will be delivered

Sender does not support replies

Amazon sends SMS updates on
the status of goods purchased
and even shows exchange and
refund status. It also has a
mobile app and website.
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03 CONSENT | INSIGHT

Consent is broken,
but a must

Consent was perceived as necessary. People were unaware that they were giving organisations consent to use their data when they signed a
terms and conditions sheet. People felt that they didn’t have the knowledge, capacity or agency to engage with the lengthy, detailed and text
heavy consent clauses that are currently used. Indeed, hardly anyone read consent clauses, no matter how educated. People who couldn’t
read or write felt that they didn’t stand a chance against pages of fine print. If at all, they relied on others heavily to communicate to them
what they were consenting to. The cognitive costs of consent seemed too high for people to consistently give informed consent. However,
there was a natural understanding and expectation that they would be asked before any of their data would be used. Consumers expressed
a unanimous wish to provide consent prior to sharing personal data, even if other safeguards and rules were to be in place. People wanted
to be aware of what they were consenting to and responded enthusiastically to visual and verbal styles of consent.

Dalberg + ()CGAP + IM 29
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03 CONSENT | QUOTES

“The format of consent should be like a ‘2 minute Maggie’ video.”

- Kalyani, Maharashtra
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03 CONSENT | QUOTES

“Chhota akshar danger
hota hai [The fine print
is dangerous].”

- Raju, Mumbai

“If even 1% of the people actually read the

terms and conditions, I did be surprised.”
- Sanjay, Uttarakhand

- 1 NFORME D Consent ?

“ -
[

READ ONLY 3 OF 12 CLAUSES,
2
THE FEIRST AND SHORTEST ONES....]

“I read the first line, because it’s probably the most important,

and the shortest two lines. I skipped everything else.”

- Varsha, Mumbai

Dalberg + ()CGAP + EINANCE &
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03 CONSENT | QUOTES

“Those who aren’t
educated ask me to fill
ety AN in their LIC forms for
them. How will they
protect themselves and
provide consent?”

- Yashpal, Uttarakhand

“If it’s written on paper, then those who can read, can read it.
But for those who don’t know how to read, it should be in a
form they understand.”

- Prakash, Uttarakhand

Dalberg + )CGAP + FINAN
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03 CONSENT | DESIGN PRINCIPLE

Make consent understandable

at a glance

Providers should be held to rigorous standards to design consent in a simple way that consumers, even the ones who cannot read or
write, understand at a glance. The language of consent should fit that of the person giving consent.

Dalberg + ()CGAP + FINANCE 3
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03 CONSENT | IDEAS

Prototype consent forms developed by Dalberg resonated highly with
respondents. While short, clear, video-based consent explanations were
preferred by most people, their larger underlying ask was for consent to
come in a more understandable form.

ILLUSTRATIVE EXAMPLES

1. Pictorial consent forms

Have graphic representations of things people are consenting to.
The short captions could be in regional languages.

2. Video consent

Video consent, created in the style of an advertisement, holds high
potential as it is a format that is easy to understand across consumer
segments and is also more easy to scale than having a dedicated
personnel to explain terms and conditions.

3. Verbal/phone based consent
Having a representative at the point of data collection/ contact the

consumer, who is responsible for clearly explaining the utilisation of data.

CURRENT Loan application form

Fine print, long clauses, technical
language and lack of awareness
by consumers contribute to
almost no one understanding or
reading consent forms.

RECOMMENDED Pictorial loan application form

Major Puramutars usad far ssaussing crndit limits®

Edgibifity craaria of ICICI Bark Past Track Record
Businass Model Busineus Vintage
Applicant (Manufacturer / Service prowider) Industry / Economic autiook

Regulatary and ststutory provisions goveening ICICI Bank Any other reasons

"Thess ae brosd indicative pacameters
*Specific parsmetars e for sssnsaign cradt bmis would vary from cass 10 case

Pt stinms Mantacatinas

CONSENT SUMMARY
P E E
10C| Sank and ol 2 group 1CIC1 Bk woed wl its grovp 1CIC| Bark wed ol s group

companies wed their sgents can comparses and their sgents can companves and their sgents can
EXCHANGE, SHARE, CAN RETAIN AND NOT CONTACT YOU WITH
PART WITH YOUR RETURN PHOTOGRAPHS PRODUCTS, OFFERS

FINANCIAL DATA AND DOCUMENTS AND SERVICES
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Recommended direction for pictorial consent
form - succinct and in simple steps.
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04 CONTROL | INSIGHT

Control was desired
even after consent

People did not want to provide blanket consent and hold the expectation that consent will be asked for at each step along the way.
They wanted consent to be to-the-point and clearly linked to the service provision moment. People expressed the desire to have

some bargaining power in the form of even a partial or limited service option rather than a complete denial of service in the absence

of complete consent. Furthermore, giving consent did not indicate to people a loss of ownership over their data. Consent was seen as
the first step to a transaction or the beginning of a relationship with the provider. Consumers want control and continued engagement
after this initial consent, with the ability to modify their information and retrieve it in the event of discontinued service such as switching

to another provider.

Dalberg + ()CGAP + FINANCE 26
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04 CONTROL | QUOTES
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“Data should be used in a ‘step-to-step’ basis... only when required.”

- Varsha, Mumbai

Dalberg + ()CGAP IMNCOE



04 CONTROL | QUOTES

“I should have control

“Signing terms and conditions is not a matter of choice- it’s

Over my data O 1T it something that you have to do because you 2z:e’uzzkr::0ice.”
should be allowed
by law.”

- Shaheda, Mumbai

“I should have the right to withdraw and alter my consent.”

- Yashpal, Uttarakhand

Dalberg + ()CGAP IMNCOE



04 CONTROL | QUOTES

“Personal information
should not be retained
“Data should not be stored once the service is completed.” .
by companies after

SOCIAL DATA

the service 1s
discontinued.”

- Anand, Uttarakhand

“How can they share my data? They need to ask me first.”

- Parameshwari, Chennai

Dalberg + ()CGAP IMNCO'E:
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04 CONTROL | DESIGN PRINCIPLE

Allow people ongoing

control of their data

Make it easy for people to view who has what type of their data, for how long they’ve had it. Give people the right to withdraw or rectify their
data from providers or services they’re no longer using. Give people comfort through rules that data will be held only as long as needed.

Dalberg + ()CGAP + FINANCE 40
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04 CONTROL | IDEAS

Smartphone applications on Android operating systems ask for consent to
access data only at the moment that it is required, including an option to

revoke permission that is already given. This can be replicated on a
multiple channels, not just on smartphones.

ILLUSTRATIVE EXAMPLES

1. ‘Just in time’ consent

Ask consumers for consent right before they are going to perform an
action which involves sharing of their data using SMS, phone call or
mobile app notification.

2. Modify data sharing privileges

Allow consumers to go back at any point and revoke or modify data
sharing privileges granted to a service using an SMS or mobile
app/website.

3. Data dashboard

Provide consumers a dashboard that displays all the data that they
have consented to give, giving them the option to revoke their consent,
highlighting known risks and providing tips and tricks to stay protected.

INSTAGRAM mobile app

BB Allow Instagram to
access photos, media,
and files on your
device?

[[] pont ask again

DENY ALLOW

‘Just in time’ consent on
Instagram app through a pop-
up, asking permission from the
user right before posting a
photo/video using the app.

ANDROID app permissions

[OR 4 4 = 10:40

App permissions

Instagram
O] Camera .
E Contacts
9 Location .
& Microphone
\ &% Phone
B swms
=1 Storage @

App permissions for Instagram
where a consumer can revoke
data sharing privileges for
different types of data at
anytime.

F
E

(@e!
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05 TRUST | INSIGHT

Guarantee trumps benefit

While ‘data that only belongs to me’ was sacred and untradeable, there were other types of data (such as contact details, transaction
data, or social media preferences, etc.) where people wanted a guarantee, more than any benefit. They wanted 100% assurance of the
credibility of the person and/ or institution behind it, that it will not be misused, and no harm will be caused to them. They wanted a clear
rationale for why the data was being demanded of them. Small costs or benefits didn’t matter as much as trustworthiness. Government
was often the most trusted institution followed closely by public banks and then by private banks or MNOs - social media companies
were trusted the least. People expected that those they placed the most trust in would never betray them by doing things that were not

in their interest.
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“If the company people are not keeping my data
safe and sharing it, then I will avoid the company.”

- Rubina, Mumbai
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“If provided safety
and guarantee I am
willing to pay a
small premium.”

- Kokila, Chennai

“I trust the Government, but not the politicians.”

- Sunita, Uttarakhand

“More than benefit, we want guarantee from the person who
is asking for data that they are credible and will not misuse it.”

- Ganga, Uttarakhand

Dalberg + ()CGAP + M
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“If banks take responsibility for protecting
my data, I am willing to share it.”

- Parameshwari and Palaniyandi, Chennai

“My data could also be misused, the bank or mobile company

should not be allowed to do anything wrong, and should be
responsible for anything that does go wrong.”

- Tikam Singh Ji, Uttarakhand

“If someone asks me
for my documents,
I will ask them
for theirs.”

- Kamla, Uttarakhand
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05 TRUST | DESIGN PRINCIPLE

Create a trust code

or rating system

People trust the government to set rules around data practices to protect them. In addition, it would help to set up a code of conduct
or rating system for providers to allow consumers to easily differentiate between those with good data practices (such as secure data
storage, stringent third-party sharing norms, etc.) and those without. This will allow consumers to make more informed choices in

provider selection, accounting for individual preferences on privacy and data protection.
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SA-DHAN for code of conduct

Sa-Dhan Self Regulatory Organization (SR0)

Smartphone applications on Android operating systems ask for consent to Protection of clients throu.gh fair practices
access data only at the moment that it is required, including an option to Db, e of the st and et asscation o Mieotmance s ficces thi valaes anid rules o the sector ko
. . . . lensure that ided in a regponsible manner for the benefit of clients,
revoke permission that is already given. Al Microfnance[nsttions e rered o ollw mmn;:mmwmumm«mmpmmm RBIs
lnlddlhun,ﬁwnew”lﬁﬁodeof&mducthysdnwndm qui to enh and i sector

providing microfinance services should adhere to the core values of microfinance and ubndc by the Code of Conduct. The elg'ht
components of Code of Conduct are as follows:

(I) Integrity And Ethical Behavi () Tr v (III) Client Protection - (i) Fair Practices, (it} Avoid Over-
:ndebkdnm (izi) Appropriate Interaction and Collection intwu (iv) Prlvw.y af Client Inﬁ)rmatum. (lV) Govermmeo (4%
ILLUSTRATIVE EXAMPLES (VD) Client Ed (VID Data Sharing (VIII) Feedback

Sa-Dhan SR0 Recommends

0 All MFIs to share and use information from the Credit *0 Third party audits and eloser monitoring by internal audit

Bureaus. enms cially in the ¢ of refinancis I ing of
1 [ COde Of cond uct - Op::atiunal practices followed by field staff should be :oanx mggw:getm overall qu;’ﬁmomlnzg of
mindful of clients' needs and not cause distress to the loan portfolios.
.. . . . . . clients. - ’l‘hpmks fu-ed by Mﬂn and Chent dnwmaxreﬂec\ed in
0 Del ining in deli a in i delayed
Incentivise industry players like banks, MNOs and social media companies B e T SR S s, delayed
to develop and publicize a trust code for consumer data protection. e b e s b e ' M S e G o s
an assessment of the market potential with high levels of MFI concentration.
. MFIs’ Commitment to Customers
2. Rating system 0o i
(] Mmmmmmmmmmm ] m:‘mmﬂ:w
Pass a legislation to mandate industry players like banks, MNOs and social @ n...,.,.,.n' d condii sl oot @) Contac et st cd b e he RO
. . . ¢ . ’ 1 Sient guidelines for loan recovery agents.
media companies to come up with a ‘5 star rating’ system on data @ wmmmmwmwmm © Vit chni at pprprinte s s
protection which will be monitored by third party auditors. TUmmmme e e e e e e

Sa-dhan is an RBI recognized self regulating organisation for MFls
that has formulated its own code of conduct for consumer protection.

‘GREEN PADLOCK’ rating system

Lﬂ Secure https://www.google.co.in/?gfe_rd=cr&dcr  ‘Green padlock’ icon with
‘Secure’ text signifies that

Secure connection data will be encrypted
and kept private to the
website being used.

Your information (for example, passwords or credit
card numbers) is private when it is sent to this site.

Dalberg + ()CGAP + EINANCE

A DVARA RESEARCH INITIATIVE



0

DATA SHARING




06 DATA SHARING | INSIGHT

Show me the benefit if
you want my data

If a guarantee was in place, some people were willing to consider the benefits of third party data sharing, as long as it was clear what
those benefits were and the trade-offs they were making. The shareable data in this case included things such as their contact details,
transaction data, social media preferences etc. Sometimes these benefits were individual (more personalised offers, better discounts,
etc.), but at times they were collective in nature (for example for providers to be able to identify a SIM card owner easily in case of
fraud). It’s important to note people wanted customised offers, not generic ones in exchange for their data. They did not want to be
bombarded by telemarketers selling them things they did not need. There was a clear line between feeling ‘valued” as a customer

and a ‘target for spam’ with unnecessary offers.

Dalberg - (‘Z)CGAP +
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“If it is not for our benefit, then it must be for their benefit.
I will give my data if the benefit is in my favor.”

- Subhash, Uttarakhand
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“If I receive a benefit
from sharing my data,

I am willing to do so.’

- Sushma, Delhi

)

“If Myntra (online shopping platform) sells my data to
other parties and benefits from it, that’s ok. Data sharing for
customized marketing purposes is a beneficial thing for me.”

- Kalyani, Maharashtra

“Data usage for justifiable business practice is okay. Companies

should keep record of data only when it is mandatory.”

- Sunil, Maharashtra




06 DATA SHARING | QUOTES

; & S
“Aadhar will result in an increase in tax collection

for the country, which will help everyone.”

“If the bank gave me some free EMIs then I would consider
giving consent to them sharing my data to advertisers and
marketing agencies...”

- Varsha, Mumbai

“If there is no benetfit
why would I give my
data? Only if the
company tells me
upfront, I am okay
with it, however that
rarely happens.”

- Prashant, Mumbai
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Make benefits and risks of

data sharing tangible

People want to have a clear understanding of who is benefiting and how. They want to know how they’re benefiting versus the community
or the providers or the government as a result of their data sharing. Providers who requested data beyond legitimate interest (what is
needed for effective service provision or mandated by the law) need to be able to clearly articulate costs versus benefits to the users.
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06 DATA SHARING | IDEAS

Mechanisms to clearly communicate risks and benefits to consumers, such
as the Schumer box, which mandates norms for clear disclosure, have
been introduced in the USA as well as the UK.

ILLUSTRATIVE EXAMPLES

1. ‘Schumer boX’ for India

Banks, MNOs, social media companies should mandatorily display their
data sharing risks and benefits to consumers in the style of a Schumer Box
and make it available as a printed and digital copy.

2. Awareness sessions

Government to conduct localized community level awareness sessions
periodically at the village and town levels to make the benefits and risks of
common services like bank account, loans, social media, sim cards, etc.
clear to consumers.

SCHUMER BOX infographic

THE INTEREST
YOU'LL PAY

ON YOUR DEBT.
The better your
credit, the lower
your APR.

MISS A PAYMENT,

PAY HIGHER
INTEREST.

Your interest rate
could be more
than double far
B+ months.

BUT CASH

ADVANCES DON'T.

You start
acetuing interest
the day you get

the advance.

THIS IS THE SCHUMER BOX

Percentage
Rate (APR) for
Purchases

11.9%, 15.9% or 19.9%

!

Interes

based on your creditworthiness.
This APR will vary with the market

based on the Prime Rate.sseescccncee r

THISIS A
VARIABLE APR.
Your interest

rate may change
based on a
national standard,

APR for
Transfers

11.9%, 15.9% or 19.9%,

based on your creditworthiness.
This APR will vary with the market
based on the Prime Rate.

APR for Cash
Advances

24.0% wesnunununnn ... 3

This APR will vary with the market
based on the Prime Rate.

BANK OR ATM
COSTSALOT,

Penalty APR -
and When it «
Applies

24.9%

This APR will vary with the

market based on the Prime Rate.
This APR may be applied to your
account if you make a late payment
How Long Will the Penalty APR
Apply?: I APRs are increased for

a payment that is more than 60
days late, the Penalty APR will apply
indefinitely unless you make the next
six consecutive minimum payment on
time following the rate increase

You usually
pay a higher
interest rate for
cash advances.

PURCHASES GET
A GRACE PERIOD.,,
You have at least
25 days to pay off
your debt.

Paying Your due date is al least 25 daysess«s=«
Interest after the close of each billing cycle
We will not charge you interest on
new purchases, provided you have
paid your previous balance in full by
the due date each month.
We will begin charging interest
-------------- cash advances on the transaction date
Minimum If you are charged interest, the charge
Interest will be no less than $0.50.
Charge
For Credit To learn more about factors to
Card Tips consider when applying for or using
::':;" the a credil card, visit the website of the
eral
Reserve Federal Reserve Board at
Board H

YOU CAN'T
GET OUT OF
ANNUAL FEE.

But most

student cards
dor't have one,

Schumer box highlighting the benefits and risks of applying for a credit card.

Credits: https://www.nerdwallet.com/blog/nerdscholar/read-schumer-box/
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07 FRAUD | INSIGHT

People assume
fraud is inevitable

Nearly everyone we met had experienced some form of fraud or knew someone who had. We heard several cases of phone impersonators
asking for bank accounts or ATM pin details. When asked where the impersonators might have gotten their numbers from, people shrugged
and felt “they must have gotten it from somewhere.” Surprisingly very few people had complained about impersonation calls. There was a
perception that with the rise of the digital economy, there is a greater risk of fraud committed by savvy hackers. Despite the recognition that
they may be at risk of malicious third-party action, many consumers felt that ultimately they were responsible for any untoward outcome,
particularly if they had given out their phone or bank account details. Where they had not, they felt it was the government’s job to protect
them and private provider’s job to compensate them. A lack of trust in how their data is handled may also lead to a lower willingness from
people to participate in services being offered.
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07 FRAUD | QUOTES

“Ever since everything has become digital, fraud has increased.”

- Naseer, Mumbai
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07 FRAUD | QUOTES

“Lots of people keep
calling to say, ‘put
money in this bank

account, you have won a
lottery!’. My friend lost

INR 40,000 this way”

- Saliya, Mumbai

B vt
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“A lot of fraud is happening these days... I think it’s a big
problem. I feel like I shouldn’t keep my money in the bank only.”

- Sapna and Shakuntala, Mumbai

“While using Paytm and online banking I am very careful
about who I give my phone number and account number to.
Anyone can hack my account.”

- Santosh, Uttarakhand

Dalberg + ()CGAP IMNCOE
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“If I give my data
outside without
understanding, it is
my mistake. But if

“Everyone knows someone who has lost money.”
- Sumitra, Mum bai

someone steals my
data, then how can it
be my errot?”

“I got a call on my mobile asking for my account number - Tikam Singh Ji, Uttarakhand

and ATM pin. They took away money from my account.”

- Subhash, Uttarakhand
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07 FRAUD | DESIGN PRINCIPLE

Shift the burden of

liability to providers

Currently, consumers are bearing a disproportionate burden of the cost of any kind of fraud/ harm- going forward, providers and
regulator should bear some liability. For example, in case of financial loss, consumers currently receive no compensation. While
consumers could share some responsibility and even limited liability in exceptional cases, shifting the liability to providers gives

them the right incentives to take steps to reduce the risk of fraud.

Dalberg + ()CGAP + FINANCE ©
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07 FRAUD | IDEAS

Legislation like the US Fair Credit Billing Act of 1974, and the RBI's circular limiting
the liability of customers in unauthorised electronic banking transactions shifts
most of the burden to the provider including financial compensation.

ILLUSTRATIVE EXAMPLES

1. Legislation

Make it mandatory for Financial Service Providers (FSPs) to compensate
the consumer in the event of a financial fraud and limit the amount a
consumer has to bear. Also, incentivise the FSPs to create awareness
and take preventive measures against frauds.

2. Third party audits

Government should set-up a body or have independent agencies with
incentives to hold the FSPs accountable and fine them for lapses in
consumer protection in event of a financial fraud.

FAIR CREDIT BILLING ACT

PUBLIC LAW 93-495 - October 28, 1974

THE FAIR CREDIT BILLING ACT
Public Law 93-495
93rd Congress - HR. 11221

TITLE lil - FAIR CREDIT BILLING

Fair Cros
§ 301. Short Title Sieg At
This title may be cited as the “Fair Crodit Billmg Act™. 15 USC 1601
nota.

§ 302. Declaration of purpose

The last sentence of section 102 of the Truth in Lending Act
(15U,5.C. 1601) is amended by striking out the period and
inserting in licu thereof s comea and the following: “wnd to
protect the consumer agsinst inscourate and unfisir credit
billing and eredit card practices.”

§ 303. Definitions of creditor and open end credit
plan

The fiirst sentence of section 103(f) of the Truth in Lending
Act (15 US.C. 1602(f)) is amended to read as follows; “The
term “creditor” refers anly 1o creditors who regularly extend, or
nrrange for the extension of, credit which is payable by

inmore than four i for which the

payment of a finance charge is or may be required, whether
in connection with loans, sales of property ar services, or
otherwise. For the purposes of the requirements imposed Poat. p. 1512
under Chapter 4 and sections 127(a) (6), 127(a) (7), 127(a)  tataa.
(8), 127(b) (1), 127(b) (2), 127(b) (3), 127(b) (9), and Badere i
127(b} (11) of Chapter 2 of this Title, the term “creditor”
shall also include card issuers whether or not the amount
due is payable by agreement in more than four installments
or the payment of a finance charge is or my be required,
and the Board shall, by regulation, apply these requirements
to such card issuers, 1o the extent appropriate, even though
the i by their licable only w0
creditoes offering open end credit plans, 1

This public law was introduced
in 1974 in USA.

LIMITED consumer liability

Noncompli- “(e) Any creditor who fails to comply with the requirements

ance: of this section or section 162 forfeits any right to collect from
the obligor the amount indicated by the obligor under para-
graph (2) of subsection (a) of this section, and any finance
charges thereon, except that the amount required to be for-
feited under this subsection may not exceed $50.

In case of financial fraud, the Act limits consumer liability to USD
$50 and most of the times it is waived off.

AAAAAAAAAAAAAAAAAAAAAA
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08 REPUTATIONAL HARM | INSIGHT

High social costs inhibit
women from sharing data

We heard many instances where women regulated and in some cases heavily self-censored their behavior to prevent misuse of their
personal data (photos, social media messages, etc.). Many feared high personal consequences (such as marital discord, sexual harassment)
and were afraid of social shaming as a result of it. They often relied on or were heavily guided by others (husbands, brothers, more educated
people) on what they could do to protect themselves. At times, despite taking precautions they underwent harm and mental stress as a
result of their social reputation having been damaged. Women appeared to be more privacy conscious because of the more immediate
costs to them in society.
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“I’ve decided not to share my picture with anyone,
because of what can go wrong.”

- Kokila, Chennai
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08 REPUTATIONAL HARM | QUOTES

“Video calls can be
misused by people to
cause shame publicly.

For this reason, I do

not share 1t.”

- Sapna and Shakuntala, Mumbai

“Harassment over the phone happens very often.
It’s the most common problem.”

- Varsha, Mumbai

“The SHG women did not understand the terms and ended up
defaulting on the loan, [bank employees told the entire village]
which gave them a bad social name. They felt mentally stressed.”

- Deepa, Uttarakhand
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08 REPUTATIONAL HARM | QUOTES

“Photos can be misused to cause problems between husband and
wife... a photo carries immense value. It is my decision to not
share my pictures with anyone because of what can go wrong.”

- Kokila, Chennai

“Photos cause lot of problems on uploading, they are edited
using photoshop and shared amongst everyone. The police
held a meeting where they told us not to upload any pictures,
since a lot can go wrong.”

- Rubina, Mumbai

“Pictures can be very
dangerous, I saw on
crime patrol that things
can go very wrong,
people change picture
on the computer and
share it with everyone”

- Sushma, Delhi
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Make safeguards

accessible for women

Women need support/ services to help them protect themselves online and offline. There is a need for additional awareness generation
amongst women around the ways that they can protect themselves from personal, social or reputational harm. Privacy settings should

be more clearly signposted and safeguards pre-designed into products and services by providers to protect women from harms that
can be avoided.
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08 REPUTATIONAL HARM | IDEAS

OLA CABS mobile app
Companies have introduced SOS features for their users to reach during

emergencies at the press of a button. These measures were in response to
reports of crime against women. 2

€& Enjoy your ride

ILLUSTRATIVE EXAMPLES

USE IN CASE OF
EMERGENCY

1. SOS button and Hotline

In case of an emergency, an SOS button should be available to women
across platforms like Facebook, WhatsApp, Instagram, Hike, etc.

2. Auto configuration

When social media platforms detect female consumers, they
automatically display tailored privacy options.

3. Group meetings

Government should conduct localized community level discussions where
privacy options and rights of individual to privacy on availing Self Help
Group (SHG) or MFI loans are explained and consumer doubts are cleared.

The red ‘SOS’ button on the mobile app allows consumers
to alert the police control room or emergency contacts.
Consumers can also share their taxi ride and tracking info
with their friends and there is a physical red alarm button
in every taxi.

Dalberg + ()CGAP MNCOE
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Aadhaar is too precious
to be misused

Aadhaar was consistently one of the most valued pieces of data. For the poor, it was a means to access various benefits. Most people
felt Aadhaar was a good thing, as it allowed them access to multiple services with ease. They also felt it kept the ‘bad” people
accountable. However, they were equally concerned about the security of their Aadhaar and the dangers of it falling into the wrong
hands. For example people said that they had seen SIM card providers issue multiple SIMs under the same Aadhaar identity by making
people give their biometric multiple times. Others also felt it was a form of surveillance by the state that went beyond just securing
people to watching every action of theirs.

Dalberg + ()CGAP + EINANCE 7

AAAAAAAAAAAAAAAAAAAA



09 VALUED DATA | QUOTES

2N

A A:DHA R ‘tYU‘H') Mad\'me

“Aadhaar is an extremely powerful tool. You can use it

to understand the lies and truths of any individual.”

- Ganesh, Mumbai
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“If data sharing allows
the government to

catch those who break — [RESSEEENEISEEI.
the law and a few

people suffer due to it,

that’s okay.”

- Sunil, Maharashtra

“A lot of personal information is on Aadhaar... there is no

reason to link everything. Why should I share my day to
day life with the government?” - Milind, Mumbai

Dalberg + )CGAP + F|NAN
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“The person who made Aadhaar is responsible
for anything that goes wrong.”

- Ganga, Uttarakhand

“The government is responsible for keeping my Aadhaar
safe. I am sure they have a security system in place”

- Santosh, Uttarakhand

‘“Terrorists can use
Aadhaar to get SIM
cards, it is important to
keep the number safe.”

- Prashant, Mumbai

Dalberg + ()CGAP IMNCOE
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09 VALUED DATA | DESIGN PRINCIPLE

Ensure highest security

for the most valued data

It is vital for the state to ensure maximum security for what is increasingly the most valued and demanded piece of data.
They should prevent its misuse and ensure the right redressal mechanisms in case of one.
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09 VALUED DATA | IDEAS

Conducting hackathons or challenging people to break into databases or
software can reinforce security in case flaws are found, and communicate
security in case there are no breaches.

ILLUSTRATIVE EXAMPLES

1. Hacking competition

Conduct a ‘Hack Aadhaar if you can’ competition with a big prize for any
successful hacks. Also spread awareness about security measures
employed by Aadhaar.

2. Regulatory oversight

The government should have strict regulations for MNOs to curb the issue
of multiple sim cards being issued on a single person’s biometric without
their knowledge. They should also crack down heavily on miscreants
duplicating Aadhaar cards.

EVM HACKATHON news article

Election Commission Says EVM
Hackathon to Begin From June 3

GAURAV VIVEK BHATNAGAR ON 231/05/2017 « LEAVE A COM

SHARE THIS:

G O I sibenit | Moo

Chief election commissioner Nasim Zaidi invited all parties to the EVM challenge and said
that there will be two phases in which the participants will attempt to tamper with the
EVMs.

Folling officiels carry Eloctronic Voting Machines (EVM) after the end of the lnst phase of polling

mg Ustar Pradesh state assembly

aboction, in Varanasl, India March 8, 2017. Credit: Jitendra Prakash/Resters

To prove the credibility of the electronic voting machines (EVM), the Election Commission on Saturday (May 20)
announced its decision to conduct the “EVM Challenge’ from June 3. It invited all those political parties which had

participated in the assembly elections held eariier this year to take part in it, All parties will be allowed three people each
to evaluate and assess the machines. The commission held that no foreigners would be ellowed in the exercise. The

Article describing the Electronic Voting Machine (EVM)
hackathon challenge

Credits: https://thewire.in/138190/evm-election-commission-hackathon/
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10 REDRESSAL | INSIGHT

There is low faith in
redressal, but high demand

Traditional forms of redressal left people cynical and wary of its effectiveness. They had far too many experiences of being left hanging
at the other end of the customer service line or filing complaints that never saw the light of day. At the same time they strongly felt that

effective redressal options need to be immediate and tangible. They also wanted awareness of such mechanisms, and for them to be
affordable for them to make use of it.
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“To seek redressal, you need both knowledge and money.”

- Deepa, Uttarakhand
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10 REDRESSAL | QUOTES

“I want to talk to
someone who 1s
knowledgeable,
preferably from the
Government or
the police.”

- Mohamed, Mumbai

“It will be good if consent were explained verbally.
Video consent with animation explaining consent
conditions clearly will be good.” - Anitha, T8l Nadu

“The point of data collection should coincide
with the point of grievance redressal.”

- Santosh, Uttarakhand



10 REDRESSAL | QUOTES

“Calling a toll free number to complain about data privacy
violations will not work because it will always be busy.”

- Saliya, Mumbai

“I want an agent to talk to when I am lodging

complaints as I believe they can guide me better.”

- Azad, Mumbai

“It should not be on
the phone - I want to
see the person’s face
when I’m making the
complaint. I want to
see if they understand
what I’m saying.”

- Nasser, Mumbai
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Humanize redressal

People wanted redressal for data breaches to be immediate and at the point of sale or service. In case the service provider was unable
to provide redressal they would approach other institutional agencies (police, gram pradhan, etc.) for redressal. They strongly felt that
effective redressal is only possible if there is a person they can interact with face-to-face who is trustworthy and responsive.
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10 REDRESSAL | IDEAS

Quasi-judicial formats such as those used by banks and customer service
models used by mobile app services can be replicated specifically for
incidents related to data breaches.

ILLUSTRATIVE EXAMPLES

1. Better Ombudsman model

Have an ombudsman office for redressal of data protection and privacy
issues. Learn from what did not work in the bank ombudsman model and
avoid those pitfalls.

2. Follow new age digital services

For Urban Ladder, Swiggy, Amazon, Flipkart, etc. digital services,
multichannel redressal methods have worked well. Avoid MNOs customer
care or IVRS routes.

TYPICAL REDRESSAL screens for a mobile app

- Jc . © T w4l a2%m 1019

« ‘C‘)'R“DERJ :1‘1_1“3;7"2::‘475

| did not get an ON-TIME / Assured cashback
| want to request for a refund / cashback

| haven't received my refund / cashback yet
My payment falled while ordering

| am facing coupon issues

| have a query regarding my blll amount

| was charged a cancellation fee

| have unknown charges in my bill

| want an Invoice for my order

| want to check my Swiggy Money details

Others

FAQ style menu for issues on
resolving a digital transaction

(- -0 . @U w4 42%a 1019
¢ ORDER #1114872376

I want to request for a refund / cashback

DROP AN EMAIL

oM @ U WL 42% & 1019
o P

items are different from what | ordered

We're so sorry about your last
order! Replacement

order #1114783834 is on

its way, Additional amount

payable: Rs.0. Track your order:

http:/ /P9QI0Z

Options to call an agent or
email to resolve the issue
with a time guarantee of
resolution. Also, an SMS is
sent as reaffirmation.

Dalberg + ()CGAP + FINANCE

A DVARA RESEARCH INITIATIVE



SUMMARY

[l INSIGHTS [l DESIGN PRINCIPLES

2 Javscencss [ 5| cova s Joowreor s [

Privacy is valued Data is a blackhole. Consent is broken, Control was desired Guarantee trumps
in itself. but a must. even after consent. benefit.
“Certain kinds of data are not “I have no idea why they ask “The format of consent should “I should have the right to “If the company people are not
tradeable. Even if you give me me for this data. What do they be in the 2 minute Maggie video withdraw and alter my keeping my data safe and sharing
100% discount, I won’t share do with it?” - Champa, style.” - Kalyani, Maharashtra consent.” - Yashpal, Uttarakhand it, then I will avoid the company.”
my browsing history.” Uttarakhand -Rubina, Mumbai
- Sushma, Delhi
Make privacy Make data visible. Make consent Allow people Create a trust ' \
the default. understandable ongoing control code or rating
at a glance. of their data. system.

REDRESSAL n VALUED DATA H REPUTATION HARM FRAUD E DATA SHARING

There is low faith in Aadhaar is too precious High social costs People assume fraud Show me the benefit if

redressal, but high to be misused. inhibit women from is inevitable. you want my data.

demand. sharing data.

“To seek redressal, you need “Aadhaar is an extremely “T've decided not to share my “Ever since everything has “If it is not for our benefit, then it

both knowledge and money.” powerful tool. You can use it to picture with anyone, because of become digital, fraud has must be for their benefit. I will

- Deepa, Uttarakhand understand the lies and truths of what can go wrong.” - Kokila, increased.” - Naseer, Mumbai give my data if the benefit is in
any individual ” - Ganesh, Mumbai Chennai my favor” - Subhash , Uttarakhand

Humanize Ensure highest Make safeguards Shift the Make benefits

redressal. security for the accessible for burden of liability and risks of data
most valued data. women. to providers. sharing tangible.
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THANK YOU




PRIVACY ON THE LINE
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